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Over the past 15-plus years, the United States has seen 
a tremendous expansion in the number of employees 
and employers, and in the types of conduct, to which 
whistleblower protections apply at both the federal 
and the state level. The main reason for this trend has 
been the enactment of a large number of federal laws 
that prohibit retaliation against employees for raising 
concerns about what they reasonably perceive to be 
unlawful activities on the part of their employers or 
related entities.

Claims filed by employees under many of these fed-
eral whistleblower protections are investigated by 
the U.S. Occupational Safety and Health Adminis-
tration (“OSHA”), which today administers some 22 
whistleblower-protection laws in areas ranging from 
workplace safety to financial reporting.1 Over the past 
several years alone, Congress has enacted laws that 
protect employees who report perceived illegalities 
in a wide range of new areas, including consumer 
financial products (Consumer Financial Protection Act 
of 2010), food safety (FDA Food Safety Modernization 
Act of 2011), safety defects in automotive manufactur-
ing and parts (Moving Ahead for Progress in the 21st 
Century Act of 2012), and waste, fraud and abuse in 
government contracts (National Defense Authoriza-
tion Act of 2013).

The effect of this proliferation of new whistleblower-
protection laws on businesses in the U.S. is amplified 
by the fact that the appellate tribunal that hears the 
most appeals arising under them—the Administra-
tive Review Board of the U.S. Department of Labor—
has handed down one pro-whistleblower decision 
after another since 2010. The resulting expansion 

and liberalization of whistleblower law in the United 
States has created a difficult terrain for today’s human 
resources, compliance and legal departments. The 
one thing that professionals working in these areas 
today can count on is this: if a supervisor disciplines an 
employee after a heated discussion about a company’s 
practices, products, or internal policies, there is a grow-
ing chance that the company has given the employee 
a colorable claim for retaliation under one or another 
whistleblower-protection law.

Many of the recent developments in whistleblower-
retaliation law have grown out of cases arising under 
the anti-retaliation provisions of the Sarbanes-Oxley 
Act of 2002 (“SOX”), a sweeping overhaul of the regula-
tory framework for the governance of the nation’s pub-
lic companies and financial markets. The employee-
protection provisions of SOX and the related provisions 
of the newer Dodd-Frank Wall Street Reform and Con-
sumer Protection Act of 2010 protect a growing popu-
lation of employees who work directly or indirectly for 
publicly traded companies or for entities involved in 
the nation’s financial markets, and who blow the whis-
tle on corporate fraud and violations of federal securi-
ties laws.

How a company responds to these types of employee 
reports can be a critical factor in their impact on the 
organization’s finances, regulatory wellbeing, cor-
porate culture, and employee morale. Attention to 
regular compliance training can ensure that frontline 
managers facilitate the flow of employee concerns up 
the chain of command and avoid reacting in a nega-
tive manner that exposes the company to a retaliation 
complaint. A functioning compliance program can see 
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that serious employee concerns trigger a thorough 
internal investigation, allowing the company to assess 
and remedy violations internally while minimizing any 
ensuing actions from regulators, shareholders, coun-
terparties or others affected by the conduct that is the 
subject of the concerns. For these reasons, it is impor-
tant for in-house counsel, compliance personnel and 
human resources professionals to keep abreast of whis-
tleblower-retaliation laws that affect their business.

As described below, the Dodd-Frank Act significantly 
expanded whistleblower protections for employ-
ees who face retaliation for raising concerns about 
fraud, securities violations and related wrongdoing 
by their employers. The Dodd-Frank Act amended 
the employee-protection provisions of SOX and also 
created a new cause of action that a whistleblowing 
employee can bring in federal court; and, as the U.S. 
Securities and Exchange Commission (“SEC”) stated in 
its final rules for the whistleblower program, empow-
ered the SEC itself to use its enforcement efforts to 
hold employers accountable for retaliation. The SEC 
has invoked this authority on multiple occasions, 
including by bringing its first stand-alone retaliation 
case against an employer in September 2016.

In addition to focusing on the enforcement of 
employee protections afforded by these laws, the SEC 
has taken aim in recent years at employer-imposed 
agreements that might impede the flow of information 
from employees to the Commission. The agreements 
at issue, often signed by the employee as a condition 
of employment itself or as a condition of receiving sev-
erance payments, might require employees to certify 
that they have not shared confidential information 
with any third party, to alert the employer to any inqui-
ries from government agencies, or to waive their right 
to the monetary awards that Dodd-Frank directed the 
SEC to provide to whistleblowers. The SEC has shown 
a willingness to invalidate such agreements for illegally 
deterring whistleblowers.

THE SARBANES-OXLEY ACT, 18 U.S.C. § 1514A (“SOX”)
One of the most widely discussed— and litigated— 
federal whistleblower statutes is the anti-retaliation 
provision contained in Section 806 of the Sarbanes-
Oxley Act of 2002 (“SOX 806”), 18 U.S.C. § 1514A, which 
protects employees who report corporate fraud and 
violations of U.S. securities laws. SOX 806 provides 
a cause of action to employees of publicly traded 

companies and certain of their subsidiaries and con-
tractors who allege that their employers retaliated 
against them because they provided information 
about, or participated in an investigation relating to, 
what they:

reasonably believe[d] constitute[d] a violation of 
section 1341 [mail fraud], 1343 [wire fraud], 1344 
[bank fraud], or 1348 [securities fraud], any rule or 
regulation of the Securities and Exchange Com-
mission, or any provision of Federal law relating to 
fraud against shareholders. 18 U.S.C. § 1514A(a)(1).

SOX 806 protects those who provide, or cause to 
be provided, information or otherwise participate 
in an investigation regarding any conduct that the 
employee reasonably believes constitutes a violation 
of these federal laws. 18 U.S.C. § 1514A(a)(1). The infor-
mation must have been provided to, or the investiga-
tion must be conducted by: (1) a federal regulatory or 
law enforcement agency; (2) a member of Congress or 
any committee of Congress; (3) a person with supervi-
sory authority over the employee; or (4) a person work-
ing for the employer who has the authority to investi-
gate, discover, or terminate the misconduct. Id. The law 
also protects those who file, cause to be filed, testify, 
participate in, or otherwise assist in a proceeding filed, 
or about to be filed, relating to an alleged violation of 
federal securities and fraud laws. 18 U.S.C. § 1514A(a)
(2). In order to prevail in a claim of retaliation brought 
under SOX 806, the complainant must show that his 
protected activity was a contributing factor in the 
adverse personnel action. Available remedies include 
reinstatement, back pay, compensatory damages, and 
attorneys’ fees and costs sustained as a result of the 
discharge or other retaliation.

Section 929A of the Dodd-Frank Act of 2010 amended 
SOX to clarify that the whistleblower protections of 
SOX 806 apply to certain subsidiary entities of pub-
licly traded corporations. Specifically, the amendment 
extended coverage to “any subsidiary or affiliate whose 
financial information is included in the consolidated 
financial statements of [a publicly-traded company].” 
In addition to covering employees of publicly traded 
companies and such subsidiaries, the whistleblower 
protection provisions in SOX also cover “any officer, 
employee, contractor, subcontractor or agent” of a 
covered company. 18 U.S.C. § 1514A(a).
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The terms “officer,” “employee,” “contractor,” “subcon-
tractor,” and “agent” are not defined in the Act, and, 
until 2014, the question of whether employees of con-
tractors of publicly traded companies were covered 
by the Act’s anti-retaliation provision was the subject 
of frequent litigation. Federal courts considering the 
question had generally found that SOX’s protections 
against retaliation did not extend to employees of 
agents or contractors of publicly traded companies, 
but the Department of Labor had interpreted the 
statute as protecting individuals employed by private 
companies that contracted with publicly traded com-
panies. The United States Supreme Court resolved this 
disagreement in Lawson v. FMR LLC, 134 S. Ct. 1158 
(2014). In a widely discussed decision, the Court con-
cluded that the statutory language supported the 
broader construction of SOX’s coverage, and held that 
SOX’s anti-retaliation provisions applied employees of 
contractors of publicly traded companies. By declining 
to set limits on this extension of coverage, the Law-
son decision left the lower courts to decide, at least for 
now, what types of contractors doing what types of 
work for publicly traded companies would be covered 
by SOX Section 806.

What follows are summaries of a few recent deci-
sions regarding SOX’s coverage of certain employees 
and regarding two of the key, disputed elements of a 
claim of retaliation under SOX – protected activity and 
causation.

Covered Employees
Weighing in on the reach of the Lawson decision, the 
U.S. District Court for the Southern District of New 
York recently denied a defendant’s motion to dismiss 
a SOX retaliation claim on the basis that the defendant 
was not a publicly traded company. See Tellez v. OTG 
Interactive, LLC, No. 15 CV 8984-LTS, 2016 WL 5376214 
(S.D.N.Y. Sept. 26, 2016). The court found that the defen-
dant was a contractor of a publicly traded company, 
and further found that the plaintiff’s protected activ-
ity involved fraud that the defendant contractor had 
allegedly committed in providing services to clients 
of the publicly-traded company. The court cited Gib-
ney v. Evolution Marketing Research, LLC, 25 F. Supp. 
3d 741 (E.D. Pa. 2014), and Anthony v. Northwestern 
Mutual Life Ins. Co., 130 F. Supp. 3d 644, 652 (N.D.N.Y. 
2015), for their interpretations of Lawson requiring that 
a relationship exist between the fraud committed by 

the contractor and the underlying contract with the 
publicly traded company.

In Trusz v. UBS Realty, No. 3:09-CV-00268 (JAM), 2016 
WL 1559563 (D. Conn. Apr. 18, 2016), the court held that 
the Dodd-Frank amendment extending SOX protec-
tions to employees of subsidiaries of publicly traded 
companies was merely a clarification of the statute’s 
coverage and therefore applied retroactively. In so 
deciding, the court sided with the majority of other 
courts that had addressed the question to date.

Protected Activity
Recent decisions of the ARB have reinforced a several-
year trend of expanding the scope of protected activ-
ity under the statute, a trend that began in 2011 when 
the ARB rejecting the narrow standard that it had ear-
lier articulated in Platone v. FLYi, Inc., ARB No. 04-154, 
ALJ No. 2003-SOX-27 (ARB Sept. 29, 2006). The Platone 
standard required that the employee’s complaints 
“definitively and specifically” relate to a violation of one 
of the statutes enumerated in SOX Section 806 in order 
to be protected. In Sylvester v. Parexel Int’l LLC, ARB No. 
07-123, ALJ Nos. 2007-SOX-039, -042 (ARB May 23, 2011), 
the ARB adopted a more employee-friendly standard 
for determining whether an employee’s activity was 
protected by SOX, requiring that and employee dem-
onstrate only a “reasonable belief” that the conduct he 
or she complained about violated one of the enumer-
ated provisions in SOX.

The ARB has consistently applied this more lenient 
standard in the years since its Sylvester decision. In a 
recent such application in Dietz v. Cypress Semicon-
ductor Corp., ARB No. 15-017, ALJ No. 2014-SOX-2 (ARB 
Mar. 30, 2016),2 the ARB held that the complainant had 
engaged in protected activity under SOX because his 
complaints that his company had misrepresented the 
terms of a new bonus plan to its employees amounted 
to complaints of fraud. The ARB noted that employee 
complaints about most any form of fraud could con-
stitute protected activity under SOX as long as use of 
the mail or the wires was necessary to perpetrate that 
fraud, which would almost always be the case. The ARB 
also made clear that a whistleblower could claim con-
structive discharge if he resigned because an employer 
acted in a way that would put a reasonable employee 
on notice that he or she stood to be terminated.

Recent court decisions illustrate the ongoing impact 
of the ARB’s Sylvester decision and subsequent rulings 
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on protected activity. In Erhart v. Bofi Holding, Inc., 
No. 15-CV-02287-BAS(NLS), 2016 WL 5369470 (S.D. Cal. 
Sept. 26, 2016), for example, the court was faced with 
the question whether to follow Sylvester or to apply 
the stricter Platone standard, which the Ninth Circuit 
had previously endorsed. The court concluded that 
applying the Sylvester standard was appropriate in 
light of the Ninth Circuit’s pre-Sylvester reliance on 
a since-abrogated ARB decision. In Trusz, supra, the 
court rejected the defendant’s arguments that SOX’s 
protections extended only to complaints that focused 
on shareholder fraud, and not to complaints that tar-
geted other violations of the statutes and regulations 
listed in SOX Section 806. The court based its inter-
pretation on the plain text of the statute as well as on 
decisions from the ARB and other courts in the Second 
Circuit. The court ultimately rejected the defendant’s 
motion for summary judgment, finding that the plain-
tiff engaged in protected activity when he raised con-
cerns internally and externally about the defendant’s 
valuation procedures, and that a reasonable jury could 
find that his protected activity had led to the defen-
dant’s decision to terminate him.

The “reasonable belief” standard has greatly broad-
ened the scope of protected activity under SOX, but 
courts will still scrutinize the employee’s opposition 
to employer practices to ensure that his or her belief 
was a reasonable one. In Beacom v. Oracle Am., Inc., 
825 F.3d 376 (8th Cir. 2016),3 in which the Eighth Cir-
cuit for the first time explicitly adopted the “reason-
able belief” standard and rejected the “definitively and 
specifically” standard, the court nonetheless affirmed a 
district court decision granting summary judgment to 
the employer. The court found that the plaintiff’s belief 
that the company was defrauding its shareholders by 
falsely projecting sales revenues was not reasonable 
when the multi-billion dollar company missed its pro-
jections by less than $10 million. Because the plaintiff’s 
belief was not reasonable, the court held that his com-
plaints did not constitute protected activity. In addi-
tion to the reasonable belief standard, the ARB recently 
outlined the standards for plaintiffs to establish retali-
ation. In the Leaks v. Arctic Glacier decision, the Board 
ruled that because the plaintiff, who filed an STAA 
claim, only provided general safety complaints in his 
claim, his actions did not constitute protected activ-
ity. The decision offers keys insight into the types of 
evidence plaintiffs are required to provide to establish 
protected activities.4

Causation
The ARB issued a number of important decisions in 
2016 that clarified the standard for proving causa-
tion in whistleblower-retaliation cases filed with the 
Department of Labor. The most important such deci-
sion was issued in a case brought under the Federal 
Railroad Safety Act (“FRSA”), which, like SOX, requires 
the application of a two-stage causation standard: 
the complainant must demonstrate by a preponder-
ance of the evidence that his or her protected activity 
was a “contributing factor” in the employer’s decision 
to take adverse action, and the employer can then 
avoid liability only if it proves by clear and convincing 
evidence that it would have taken the same action 
even in the absence of protected activity. In Palmer v. 
Canadian Nat’l Ry., ARB No. 16-035, ALJ No. 2014-FRS-
154 (ARB Sept. 30, 2016),5 the ARB reversed a ruling 
by an administrative law judge (“ALJ”) in favor of an 
employee and remanded the case to the ALJ. The ARB 
so ruled because the ALJ had relied on the ARB’s ear-
lier decision in Fordham v. Fannie Mae, ARB No. 12-061, 
ALJ No. 2010-SOX-051 (ARB Oct. 9, 2014), and the ARB 
in Palmer decided to overturn Fordham. In Fordham, 
the ARB had held that when a factfinder is determin-
ing whether the employee had met the contributing 
factor standard, the factfinder could not consider the 
employer’s evidence that it had taken action against 
the employee for a legitimate, non-retaliatory reason.

In overturning this holding, the ARB noted that “the 
statute contains no limitations on the evidence the 
factfinder may consider at all.” The ARB cautioned, 
however, that the ALJ should not weigh the relative 
importance of the employee’s protected activity and 
the employer’s purported basis for the adverse action 
in determining whether the employee had met the 
contributing factor standard, as that standard requires 
only that the employee show that the protected activ-
ity played some role, even if small, in the decision to 
take adverse action. The Palmer decision thus makes 
clear that the employee’s burden in establishing a 
“contributing factor” should be easy to meet, and that 
the employer faces a separate and much higher bur-
den of establishing by clear and convincing evidence 
that it would have taken the same action regardless. 
The ARB explained:

We have said it many a time before, but we cannot 
say it enough: “A contributing factor is ‘any factor, 
which alone or in combination with other factors, 
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tends to affect in any way the outcome of the 
decision.’” We want to reemphasize how low the 
standard is for the employee to meet, how “broad 
and forgiving” it is. “Any” factor really means any 
factor. It need not be “significant, motivating, sub-
stantial or predominant”—it just needs to be a 
factor. The protected activity need only play some 
role, and even an “[in]significant” or “[in]substan-
tial” role suffices.

The ARB’s reversal of Fordham and clear direction for 
determining causation in Palmer, a case arising under 
the FRSA, is particularly important for whistleblow-
ers because at least a dozen other DOL-administered 
federal statutes have identical burden-of-proof pro-
visions.6 The ARB views its decisions interpreting the 
whistleblower-protection provisions of these statutes 
as persuasive authority in whistleblower cases arising 
under other OSHA-enforced statutes that contain simi-
lar or nearly identical provisions that protect employ-
ees in a wide range of industries. See, e.g., Sylvester v. 
Paraxel Int’l, LLC, ARB No. 07-123, ALJ Nos. 2007-SOX-
039, -042, slip op. at 35 (ARB May 25, 2011) (noting that 
the ARB interprets whistleblower statutes in a parallel 
manner).

The ARB issued another important decision in 2016 
relating to causation in Folger v. SimplexGrinnell, LLC, 
ARB No. 15-021, ALJ No. 2013-SOX-42 (ARB Feb. 18, 2016). 
In that case, the ARB affirmed the ALJ’s decision to dis-
miss a SOX whistleblower complaint. The ARB found 
that “the record contains sufficient evidence for the 
ALJ to have believed Simplex’s non-retaliatory reasons 
for the termination” and that “the full timeline of all rel-
evant facts undermined, rather than supported, any 
causal connection between [complainant’s] protected 
activity and [respondent’s] actions.” However, the deci-
sion is noteworthy in that the ARB makes clear in a 
footnote that the decision-maker’s knowledge is not an 
element of a SOX whistleblower claim, as some courts 
have stated. The ARB explained that “the statute does 
not include any explicit knowledge requirement” and 
“there are times when the complainant need not show 
that the ultimate decision maker in fact had knowledge 
of the protected activity.” For this latter proposition, 
the ARB cited an example from an ERA case in which 
“knowledge of the protected activity on the part of 
an individual who has some influence on the ultimate 
decision maker can suffice to satisfy the complainant’s 
burden to show the protected activity was ‘a contribut-
ing factor’ in the adverse personnel action.”

THE DODD-FRANK ACT’S ANTI-RETALIATION 
PROVISION AND PROTECTION OF INTERNAL 

WHISTLEBLOWERS
Section 922 of the Dodd-Frank Act created a new 
cause of action, set forth in Section 21F(h)(1)(A), which 
allows “whistleblowers” to sue in federal court if their 
employers retaliate against them because they pro-
vided information about potential securities violations 
to the SEC; initiated, testified, or assisted in any inves-
tigation related to the program; or made disclosures 
“required or protected” under the Sarbanes-Oxley Act, 
the Securities Exchange Act of 1934, or any other law, 
rule, or regulation under the jurisdiction of the SEC. 15 
U.S.C. § 78u-6(h)(1)(A).

A Dodd-Frank retaliation claim may be filed directly in 
federal court within three years “after the date when 
facts material to the right of action are known or rea-
sonably should have been known to the employee” 
(but subject to a maximum of six years). Section 21F(h)
(1)(B)(iii). A whistleblower’s remedies include rein-
statement, double back pay with interest, attorneys’ 
fees, and reimbursement of other related litigation 
expenses. Section 21F(h)(1)(C). Punitive damages are 
not recoverable under the statute. See Rosenblum v. 
Thomson Reuters (Markets) LLC, 13 CIV. 2219 SAS, 2013 
WL 5780775, at *5 (S.D.N.Y. Oct. 25, 2013).

Even though the statute by its terms provides a cause 
of action only to “whistleblowers,” which Section 21F(a)
(6) of the Act defines as individuals who provide infor-
mation to the SEC, there is a growing circuit split as 
to whether the third category of the anti-retaliation 
section extends the statute’s protections to individu-
als whose disclosures are “required or protected” by 
certain laws within the SEC’s jurisdiction, and who 
have reported internally but not reported their infor-
mation to the SEC. The SEC’s June 13, 2011, interpre-
tive guidance, provided in its comments to the final 
rule, stated, “[T]he statutory anti-retaliation protections 
apply to three different categories of whistleblowers, 
and the third category includes individuals who report 
to persons or governmental authorities other than the 
[SEC].” Securities and Exchange Commission, Securities 
Whistleblower Incentives and Protections, 76 Fed. Reg. 
34,300–01 (June 13, 2011) (codified at 17 C.F.R. §§ 240–
49). The federal courts, however, are currently split on 
the validity of this SEC interpretation and disagree as 
to whether Dodd-Frank protects whistleblowers who 
only report internally.
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The first Court of Appeals to review the question 
rejected the SEC’s interpretation, holding that “[u]nder 
Dodd-Frank’s plain language and structure, there is 
only one category of whistleblowers: individuals who 
provide information relating to a securities law viola-
tion to the SEC.” Asadi v. G.E. Energy (USA), L.L.C., 720 
F.3d 620, 625 (5th Cir. 2013). The court held that the 
third category of protected activity does not broaden 
the definition of “whistleblower” to include those who 
make internal reports, that it is unambiguous, and that 
it does not create a conflict or ambiguity in the law. The 
court stated that any other construction of the provi-
sion would render moot SOX’s anti-retaliation provi-
sion and the accompanying administrative scheme.

Two years later, the Second Circuit disagreed with 
Asadi, creating a circuit split and increasing the likeli-
hood of eventual Supreme Court review. In Berman v. 
Neo@Ogilvy LLC, 801 F.3d 145, 147 (2d Cir. 2015), the 
court held that Dodd-Frank protects whistleblowers 
who report securities violations internally but had not 
reported to the SEC. The court explained its reasons for 
deferring to the SEC:

[T]he tension between the definition in subsec-
tion 21F(a)(6) [defining a whistleblower as some-
one who reports to the SEC] and the limited pro-
tection provided by subdivision (iii) of subsection 
21F(h)(1)(A) if it is subject to that definition renders 
section 21F as a whole sufficiently ambiguous to 
oblige us to give Chevron deference to the rea-
sonable interpretation of the agency charged 
with administering the statute.

On March 8, 2017, the Ninth Circuit became the third 
U.S. Court of Appeals to address the question whether 
the Dodd-Frank Act protects internal reporting. In 
Somers v. Digital Realty Trust Inc., 850 F.3d 1045 (9th 
Cir. 2017), the court joined the Second Circuit in defer-
ring to the SEC’s interpretation, and held that internal 
reporting is protected under the Dodd-Frank Act. The 
court explained its reasoning with reference to 15 
U.S.C. § 78u-6(h)(1)(A)(iii), the provision granting pro-
tection to those who, inter alia, make disclosures that 
are “required or protected” under SOX, and states:

Subdivision (iii) was added after the bill went 
through Committee. There is no legislative his-
tory explaining its purpose, but its language illu-
minates congressional intent. By broadly incorpo-
rating, through subdivision (iii), Sarbanes-Oxley’s 

disclosure requirements and protections, DFA 
necessarily bars retaliation against an employee 
of a public company who reports violations to 
the boss, i.e., one who “provide[s] information” 
regarding a securities law violation to “a person 
with supervisory authority over the employee.” 
18 U.S.C. § 1514A(a). Provisions of Sarbanes-Oxley 
and the Exchange Act mandate internal reporting 
before external reporting. Auditors, for example, 
must “as soon as practicable, inform the appro-
priate level of management” of illegal acts, and 
only after such internal reporting may auditors 
bring their concerns to the SEC. 15 U.S.C. § 78j-1(b). 
Leaving employees without protection for that 
required preliminary step would result in early 
retaliation before the information could reach 
the regulators. As the Second Circuit noted, “[I]f 
subdivision (iii) requires reporting to the [SEC], its 
express cross-reference to the provisions of Sar-
banes-Oxley would afford an auditor almost no 
Dodd-Frank protection for retaliation because the 
auditor must await a company response to inter-
nal reporting before reporting to the Commission, 
and any retaliation would almost always precede 
Commission reporting.” Berman, 801 F.3d at 151. 
Sarbanes-Oxley likewise requires lawyers to report 
internally, 15 U.S.C. § 7245, and the SEC’s Standards 
of Professional Conduct set forth only limited 
instances in which an attorney may reveal client 
confidences to the SEC, 17 C.F.R. § 205.3(d)(2). The 
attorney would be left with little DFA protection.

Id. at 1049.

Like the Berman court, the Ninth Circuit also cites 
the Supreme Court’s decision in King v. Burwell for 
the proposition that while the term “whistleblower” 
is defined in the statute as someone that reports “to 
the Commission,” “[t]erms can have different operative 
consequences in different contexts.” Id. The court also 
found that applying the limited definition of the term 
would narrow 15 U.S.C. § 78u-6(h)(1)(A)(iii) “to the point 
of absurdity,” protecting only those “who had reported 
possible securities violations both internally and to the 
SEC, when the employer—unaware of the report to 
the SEC—fires the employee solely on the basis of the 
employee’s internal report.” Id. Finally, the court held 
that the SEC’s implementing regulations interpreting 
the ambiguous language were entitled to deference. 
Accordingly, the court sided with the Second Circuit 
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and found that internal whistleblowers were protected 
under Dodd-Frank.

The Ninth Circuit’s decision has tipped the balance of 
federal appellate jurisprudence on this subject towards 
the protection of internal reporting.7 A significant 
number of federal district courts have ruled for8 and 
against9 such protection.

RETALIATION-RELATED ACTIONS BY THE U.S. 
SECURITIES AND EXCHANGE COMMISSION

Section 922 of the Dodd-Frank Act amended the Secu-
rities Exchange Act of 1934, 15 U.S.C. § 78a et seq., to 
create a new federal program by which the U.S. Securi-
ties and Exchange Commission (“SEC”) rewards whistle-
blowers who voluntarily provide original information 
to the SEC regarding securities violations that result 
in the imposition of monetary sanctions greater than 
$1 million. Section 922 states that the whistleblower’s 
financial reward for the provision of such original infor-
mation shall be not less than 10 percent and not more 
than 30 percent of the total collected monetary sanc-
tions from the offending party.

According to the SEC’s most recent report to Congress, 
2016 marked the fifth straight fiscal year in which the 
number of tips submitted to the SEC was larger than 
the previous year.10 As of November 2016, the SEC had 
received a total of 18,334 whistleblower tips. Of these, 
4,218 tips were received during the 2016 fiscal year, a 
seven percent increase from the previous fiscal year. 
The SEC issued also awarded more than $57 million 
to 13 whistleblowers in FY2016, a substantial increase 
over the $37 million it paid out in 2015. In addition to 
issuing these awards, the SEC had taken a number of 
noteworthy enforcement actions in support of whis-
tleblowers. The Commission has issued several more 
large awards in 2017.

Enforcement Actions Targeting Unlawful Retaliation
The SEC is empowered to bring an action against a 
company for unlawful retaliation in violation of the 
Dodd-Frank Act pursuant to 17 C.F.R. § 240.21F-2(b)
(2). The SEC brought its first such enforcement action 
against Paradigm Capital Management in 2014 for 
engaging in prohibited principal transactions and 
for retaliating against the trader who reported the 
transactions.11

On September 29, 2016, the SEC for the first time issued 
a penalty against a company for retaliating against a 
whistleblower in a case in which the Commission did 
not impose a penalty for substantive securities viola-
tions.12 According to the SEC, a casino-gaming com-
pany known as International Game Technology (IGT) 
agreed to pay $500,000 “for firing an employee with 
several years of positive performance reviews because 
he reported to senior management and the SEC that 
the company’s financial statements might be dis-
torted.” The employee had been “removed from sig-
nificant work assignments within weeks of raising con-
cerns about the company’s cost accounting model” 
and terminated just three months later.

Enforcement Actions Targeting Employer Agreements
The SEC has been more active than ever over the past 
year in penalizing companies that seek to muzzle whis-
tleblowers through the use of restrictive agreements. 
SEC Rule 21F-17(a) provides:

No person may take any action to impede an 
individual from communicating directly with the 
Commission staff about a possible securities law 
violation, including enforcing, or threatening to 
enforce, a confidentiality agreement (other than 
agreements dealing with information covered by 
§ 240.21 F-4(b)(4)(i) and § 240.2 1F-4(b)(4)(ii) of this 
chapter related to the legal representation of a cli-
ent) with respect to such communications.

17 C.F.R. § 240.21F-l7(a). Attorneys representing whis-
tleblowers before the SEC started bringing employ-
ers’ widespread use of such impediments to the SEC’s 
attention as early as mid-2013.13

In April 2015, the SEC brought its first enforcement 
action based on Rule 21F-17, ordering  technology 
and engineering firm KBR Inc. to pay $130,000 to “for 
using improperly restrictive language in confidential-
ity agreements with the potential to stifle the whistle-
blowing process.”14 Over the past year, the SEC has 
brought seven additional enforcement actions under 
Rule 21F-17:

• On August 10, 2016, the SEC ordered BlueLinx Hold-
ings Inc. to pay a $265,000 penalty for “using sever-
ance agreements that required outgoing employees 
to waive their rights to monetary recovery should 
they file a charge or complaint with the SEC or other 
federal agencies.” See the SEC’s press release and a 
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link to the underlying order here: https://www.sec.
gov/news/pressrelease/2016-157.html.

• On August 16, 2016, Health Net Inc. agreed to 
pay a $340,000 penalty for “illegally using sever-
ance agreements requiring outgoing employees 
to waive their ability to obtain monetary awards 
from the SEC’s whistleblower program.” See https://
www.sec.gov/news/pressrelease/2016-164.html.

• On September 28, 2016, the SEC ordered Anheuser-
Busch InBev to pay $6 million to resolve charges 
that it violated the Foreign Corrupt Practices Act 
(FCPA) and “entered into a separation agreement 
that stopped an employee from continuing to vol-
untarily communicate with the SEC about potential 
FCPA violations due to a substantial financial pen-
alty that would be imposed for violating strict non-
disclosure terms.” See https://www.sec.gov/news/
pressrelease/2016-196.html.

• On December 19, 2016, the SEC ordered NeuStar 
Inc. to pay $180,000 to settle charges that its sev-
erance agreements “impeded at least one former 
employee from communicating information to 
the SEC.” See https://www.sec.gov/news/pressre-
lease/2016-268.html.

• On December 20, 2016, the SEC ordered SandRidge 
Energy Inc. to pay a penalty of $1.4 million to resolve 
charges that it retaliated against an internal whistle-
blower and “continued to regularly use restrictive 
language that prohibited outgoing employees 
from participating in any government investiga-
tion or disclosing information potentially harmful or 
embarrassing to the company.” See https://www.
sec.gov/news/pressrelease/2016-270.html.

• On January 17, 2017, the SEC ordered BlackRock Inc. 
to pay a $340,000 penalty to resolve charges that it 
“improperly used separation agreements in which 
exiting employees were forced to waive their abil-
ity to obtain whistleblower awards.” See https://
www.sec.gov/news/pressrelease/2017-14.html.

• On January 19, 2017, the SEC ordered HomeStreet 
Inc. to pay $500,000 to settle charges that it con-
ducted improper hedge accounting and “required 
former employees to sign severance agreements 
waiving potential whistleblower awards or risk 
losing their severance payments and other post-
employment benefits.” See https://www.sec.gov/
news/pressrelease/2017-24.html.

REPRESENTATION OF EXECUTIVE LEVEL 
WHISTLEBLOWERS: ISSUES THAT COMMONLY ARISE

Nearly all employees who face retaliation after blow-
ing the whistle on unlawful conduct in the workplace 
also face a variety of challenges in bringing legal claims 
against their employers. There are, however, certain 
issues that are unique to executive-level whistleblow-
ers that require particular attention by both client and 
counsel. In contrast to a line worker at a manufacturing 
plant, for example, who has personal knowledge about 
specific conditions in a particular workplace, execu-
tive-level whistleblowers often have access to informa-
tion about company-wide policies and practices and 
unlawful activity by upper management. In addition 
to their bird’s-eye view of corporate activity, executive-
level whistleblowers often handle highly confidential 
documents and engage with and seek advice from 
the highest levels of management, including corpo-
rate legal counsel. They may also be subject to legal 
duties that do not attach to employees in non-man-
agerial positions. As a result, attorneys for executive-
level whistleblowers must be cognizant of a number 
of issues that can impact retaliation claims, and clients’ 
eligibility for federal whistleblower rewards programs.

Gatekeepers: In-House Counsel  
and Compliance Officers

Protected Activity
Representing executive-level whistleblowers, such as 
in-house counsel and corporate compliance officers, 
presents unique issues due to the nature of their func-
tion within an organization. Employees in these roles 
often have access to the most sensitive, confidential 
corporate information, some of which relates directly 
to whether certain conduct is lawful. As a result, in-
house counsel and compliance officers are ideally 
situated to identify and report instances when man-
agement has deliberately (or negligently) engaged in 
unlawful activity. Employees in these roles also have 
unique duties, however, under state and federal law 
and rules of professional conduct, as well as under the 
norms of corporate culture. Due to their involvement 
with sensitive information, in-house attorneys and 
compliance personnel are held to high standards of 
confidentiality and discretion that can have a signifi-
cant impact on their rights as whistleblowers.

As whistleblower protections expand, lawmakers and 
courts are more clearly articulating the way in which 
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in-house counsel and compliance officers can avail 
themselves of whistleblower protections, but much 
remains unsettled in this area. These issues have 
been addressed most directly in the context of the 
Sarbanes-Oxley Act of 2002 (“SOX”), 10 U.S.C. § 1514A, 
and the Dodd-Frank Wall Street Reform and Consumer 
Protection Act (“Dodd-Frank”), 15 U.S.C. § 78u-6, and 
accompanying regulations promulgated by the Secu-
rities and Exchange Commission (“SEC”).15 As regula-
tors have developed a keener understanding of how 
attorneys and compliance personnel can facilitate the 
exposure of wrongdoing, corporate interests have 
responded by decrying any move to incentivize whis-
tleblowing by the very people upon whom they rely 
for open discussion of regulatory matters.16 Current 
regulations attempt to balance the benefits of whistle-
blowing by these employees (particularly when it pro-
tects investors from significant harm) with the benefit 
of protecting internal procedures that encourage vol-
untary compliance with the law.

For in-house counsel, a major issue is whether privi-
leged communications can be used to report unlawful 
conduct and/or to show that the attorney was retali-
ated against after making such a report, whether inter-
nally or externally. The SEC’s rules for attorneys practic-
ing before the Commission, widely known as “Part 205,” 
provide guidelines that are balanced in favor of disclo-
sure, but their authority is contested and unclear. Part 
205 requires in-house counsel to first report “material 
violations” of SEC regulations to a corporation’s Chief 
Legal Officer (CLO), for example. 17 C.F.R. § 205.3(b). If 
the CLO does not make an “appropriate response in 
a reasonable amount of time,” the in-house attorney 
is then required to report the violation to the board 
of directors or a board committee. 17 C.F.R. § 205.3(b)
(3). The SEC does not mandate that in-house attorneys 
must then, or at any time, report violations to the Com-
mission itself, but the Commission does provide that 
attorneys may disclose confidential information with-
out permission from their employer, i.e. “report out,” in 
the following circumstances: (1) to prevent a material 
violation that will cause “substantial injury to the finan-
cial interests or property of the [company] or investors”; 
(2) to prevent the company from engaging in perjury 
or fraud on the Commission; or (3) to rectify a mate-
rial violation causing substantial injury to the financial 
interests of the company or investors that involved the 
use of the attorney’s services. 17 C.F.R. § 205.3(d)(2).

While Part 205 allows for disclosure of confidential 
information by in-house attorneys to federal regu-
lators, there is debate over whether the SEC has the 
legal authority to override local legal ethics rules about 
disclosure of privileged and/or confidential client infor-
mation. The SEC has attempted a kind of self-execut-
ing protective rule for attorneys by declaring: “Where 
the standards of a state or other United States jurisdic-
tion where an attorney is admitted or practices conflict 
with this part, [Part 205] shall govern.” 17 C.F.R. § 205.1.17 
This declaration simply begs the question of whether 
a federal agency can preempt local rules, however. 
The New York County Lawyers’ Association issued a 
formal opinion in 2013 stating that disclosures in viola-
tion of state ethics rules would be subject to discipline, 
regardless of the SEC’s attempt to carve out exceptions, 
and California Bar Association committees have also 
disputed the SEC’s authority overrides its local rules.18 
There has been no formal challenge to the SEC’s Part 
205 to date and no Supreme Court determination of 
whether federal or state rules govern attorney disclo-
sures to the Commission; in-house counsel and their 
employment attorneys must therefore navigate these 
waters with some uncertainty.

Regarding the use of privileged communications in 
the course of retaliation claims, the Department of 
Labor’s Administrative Review Board (ARB) has held 
that attorneys may introduce these communications 
as evidence to the degree necessary for their claim. 
Jordan v. Spring Nextel Corp., ARB No. 2005-SOX-41 
(ARB Sept. 30, 2009). The Ninth Circuit also took this 
position in Van Asdale v. Int’l Game Tech., 577 F.3d 989, 
995–96 (9th Cir. 2009), holding that the “appropriate 
remedy” for confidentiality concerns in attorney-plain-
tiff retaliation claims “is for the district court to use the 
many equitable measures at its disposal to minimize 
the possibility of harmful disclosures, not to dismiss the 
suit altogether.” A recent California district court case, 
Wadler v. Bio-Rad Labs., Inc., 212 F. Supp. 3d 829 (N.D. 
Cal. 2016), confirms that Ninth Circuit courts are com-
mitted to robust protections for attorney whistleblow-
ers. Wadler expanded on the relatively brief analysis in 
Van Asdale, ruling that in addition to the protections 
provided by federal common law for attorney-plaintiff 
retaliation claims, Part 205 preempts any state ethics 
rules as a general matter under SOX.19 Even within the 
protective doctrine developed by the ARB and the 
Ninth Circuit, it is clear that attorney-litigants must 
limit disclosures to protect client information as much 
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as possible. To avoid discipline by state ethics authori-
ties and to preserve claims to the greatest extent, it is 
therefore advisable that in-house attorneys and their 
representatives use careful judgment in determining 
the volume and scope of disclosures.

In addition to these privilege issues relevant to in-
house counsel whistleblowers, there is also the more 
general question of whether in-house counsel or com-
pliance personnel may engage in protected activity 
in the course of fulfilling their duties, and therefore 
come within the retaliation protections of any number 
of federal whistleblower statutes. Some courts have 
held that litigants whose job includes a reporting or 
compliance-related function engage in protected 
activity only when they have “stepped outside” from 
their normal duties and made a report of unlawful 
activity in a manner that is above and beyond what 
is required by the nature of their positions. See, e.g., 
Lukov v. Schindler Elevator Corp., 594 F. App’x 357, 358 
(9th Cir. 2015) (noting “the federal ‘step outside of his 
role’ rule”); U.S. ex rel. Brown v. Aramark Corp., 591 F. 
Supp. 2d 68, 77 (D.D.C. 2008) (holding in an FCA case 
that “notice [of fraud to the employer] stemming from 
the performance of one’s normal job responsibilities is 
typically inadequate [to establish protected activity]”). 
This “step outside” doctrine (also known as the “man-
ager rule”), which originally developed in the context of 
Fair Labor Standards Act,20 can potentially impose sig-
nificant restrictions on protected activity by in-house 
attorneys and compliance officers because their posi-
tions require them to review and evaluate the legality 
of corporate activity. As such, they would nearly always 
have to show that they did more than simply fulfill the 
duties of their role in order to come within the protec-
tions of anti-retaliation provisions. See Weeks v. Kansas, 
503 F. App’x 640, 642 (10th Cir. 2012) (holding that an 
attorney is not engaged in protected activity under 
Title VII when she is “acting within her role as counsel . 
. . and simply seeking to assist [her employer] in fulfill-
ing its legal obligations”).

The step outside doctrine has sway in some jurisdic-
tions under a variety of federal statutes, such as Title 
VII, the FCA, and the Fair Labor Standards Act (“FLSA”).21 
See, e.g., Coleman v. G4S Secure Sols. (USA), Inc., No. 
16-10250, 2016 WL 7439197, at *5–6 (E.D. Mich. Dec. 
27, 2016) (discussing the step outside doctrine as it 
applies to human resources personnel); Lasater v. Texas 
A & M Univ.-Commerce, 495 F. App’x 458, 461–62 (5th 
Cir. 2012). While there is little case law regarding the 

doctrine under SOX, the Administrative Review Board 
has ruled that it does not generally apply to such claims 
and at least one federal court has deferred to this posi-
tion. See Yang v. Navigators Grp., Inc., 18 F. Supp. 3d 519, 
530 (S.D.N.Y. 2014) (noting that the ARB “has made clear 
that an employee may engage in protected activity 
even where the employee is discharging her duties,” 
and deferring to the agency’s determination); Robin-
son v. Morgan-Stanley, ARB Case No. 07–070, 2010 WL 
2148577 (ARB Jan. 10, 2010). In addition, at least one DOL 
administrative law judge has ruled that the doctrine 
is not appropriate for SOX retaliation claims brought 
by in-house counsel, because the SEC has expressly 
authorized (and sometimes requires) these attorneys 
to make reports to management about unlawful activ-
ity. See Leznik v. Nektar Therapeutics, Inc., 2006-SOX-
00093 (Dep’t of Labor Nov. 16, 2007).

The Supreme Court’s decision in Crawford v. Metro. 
Gov’t of Nashville, 555 U.S. 271 (2009), suggests that 
the Court might reject the “step outside” doctrine if 
given the opportunity to rule on the question directly. 
In Crawford, an employee brought a retaliation claim 
under Title VII when she suffered adverse actions after 
recounting harassment during an internal investiga-
tion of her supervisor. The employee had not initiated 
the complaint leading to the investigation, nor had 
she reported the harassment independently outside 
of responding to questions. The employer argued that 
in merely answering questions posed by an investiga-
tor, the employee had not “opposed” the discrimina-
tory conduct, as required for protected activity under 
Title VII. The Court rejected this argument, holding that 
any account of harassing conduct comprised opposi-
tion for the purposes of retaliation; the employee did 
not have to more to qualify for protection. The deci-
sion suggests that the Court is generally supportive 
of finding protected activity where employees bring 
unlawful conduct to light, even without taking excep-
tionally active steps to do so. In a case where in-house 
counsel or a compliance officer has been subjected to 
an adverse action following her efforts to address such 
conduct, Crawford provides a strong foundation for 
finding protected activity.22

Eligibility for Whistleblower Rewards Programs
In addition to the protections against retaliation set 
out in SOX, Dodd-Frank, and other federal statutes, 
there are also a number of whistleblower rewards pro-
grams that provide sizeable payments to individuals 
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who assist in bringing enforcement actions against 
corporate lawbreakers. The SEC Office of the Whistle-
blower administers one of the highest-profile reward 
programs, established by Dodd-Frank. The statute 
provides that whistleblowers who voluntarily provide 
original information leading to a successful enforce-
ment action that results in sanctions of $1 million or 
more are eligible to receive awards of 10-30% of the 
total amount collected by the Commission.23 Similar 
rewards programs are administered by the Commodi-
ties Futures Trading Commission (“CFTC”)24 and the 
Internal Revenue Service (IRS).25 While retaliation claims 
raise the question of whether in-house attorneys and 
compliance officers should be protected for blowing 
the whistle on illegal conduct, whether within or out-
side of their normal job duties, whistleblower rewards 
programs raise the even more difficult question of 
whether these employees should be actively incentiv-
ized to reach out to regulators.

The SEC has acknowledged that its reward program 
creates potential conflicts of interest for in-house attor-
neys in particular, who might prefer to go to regula-
tors with concerns in order to qualify for a significant 
monetary award rather than report internally and 
facilitate compliance from within their companies.26 To 
maintain access to information that might otherwise 
go undetected, while still encouraging voluntary com-
pliance with regulations, the SEC has established gen-
eral exclusions for reward eligibility and a number of 
relatively narrow exceptions to these exclusions. With 
respect to attorneys, there is no eligibility for an award 
if information provided to the Commission is obtained 
through (1) communications subject to attorney-client 
privilege, unless those communications may be dis-
closed under Part 205 or state ethical rules, or (2) legal 
representation of a client, unless disclosure is permit-
ted under Part 205, state ethical rules, or otherwise.27 
17 C.F.R. § 205.3(d)(2); 17 C.F.R. §§ 240.21F-4(b)(i)-(ii). As 
discussed above, it is not at all clear how Part 205 inter-
acts with state ethics rules, many of which explicitly 
prohibit disclosures that are permitted by the SEC; as a 
result, the exceptions and exclusions for attorneys pro-
vide little clear guidance.

With regards to compliance officers, the SEC program 
has also established general exclusions, with narrow 
exceptions, that significantly narrow their eligibility 
for rewards. Among the people who are ineligible 
for whistleblower awards are: (a) an officer, direc-
tor, trustee, or partner of an organization who was 

informed of misconduct by another person, or the 
employee learned of the information from the orga-
nization’s processes for reporting violations; (b) an 
employee with principal duties related to compliance 
or internal auditing, or an employee of a firm carrying 
out those functions; (c) an employee of a firm con-
ducting an inquiry or investigation of unlawful con-
duct; or (d) an employee of a public accounting firm 
who has learned the information through an audit 
required under federal law. 17 C.F.R. § 240.21F-4(b)(iii).28 
Notably, pending legislation in the House of Represen-
tatives known as the Financial CHOICE Act would ban 
any co-conspirators in wrongdoing from collecting an 
award from the SEC. If enacted, the legislation could 
discourage those employees with knowledge and 
access to information about securities violations from 
reporting.29 However, notwithstanding these exclu-
sions, compliance personnel can be eligible to receive 
an award if the employee reasonably believes that 
disclosure is necessary to prevent conduct resulting 
in substantial injury to the financial interest or prop-
erty of the company or investors; that the company 
is engaging in conduct that will impede investigation 
of wrongdoing; or at least 120 days have passed since 
the employee provided the information to the audit 
committee, Chief Legal Officer, or other executive or 
supervisory officers, or the information was received 
in a way to suggest that these personnel were already 
aware of its content. 17 C.F.R. § 240.21F-4(b)(v). At least 
two compliance officers have received whistleblower 
awards under these exceptions, totaling $300,000 and 
$1.4 million-plus, proving that they are not merely the-
oretical paths to a reward.30

While the FCA is not technically a “rewards” program, 
it also authorizes individuals to receive between 15-25 
percent of the proceeds from successful actions 
brought against companies that defraud the govern-
ment. 31 U.S.C. § 3730. Just as the SEC has acknowl-
edged the need to balance whistleblower incentives 
with confidential access to legal counsel, courts have 
been careful to take ethical obligations into account 
when evaluating FCA claims by attorneys. Stopping 
short of an outright categorical bar on attorneys act-
ing as FCA “relators” (i.e. individuals litigating on behalf 
of the government), courts have generally refused 
to release attorney-relators from their ethical obliga-
tions. See, e.g., U.S. ex rel. Holmes v. Northrop Grum-
man Corp., No. 1:13CV85-HSO-RHW, 2015 WL 3504525 
(S.D. Miss. June 3, 2015), aff’d, 642 F. App’x 373 (5th Cir. 



48  |  THE PRACTICAL LAWYER DECEMBER 2017

2016), cert. denied sub nom. Holmes v. Northrop Grum-
man Corp., 137 S. Ct. 310 (2016); U.S. ex rel. Doe v. X 
Corp., 862 F. Supp. 1502, 1506–07 (E.D. Va. 1994). Courts 
have not been tolerant of FCA claims that involve viola-
tions of ethics rules by attorneys, and representation of 
attorney-clients with such claims requires a thorough 
analysis of how to survive fairly high judiciary scrutiny.

Retaining and Disclosing Corporate Documents
Most attorneys who represent whistleblowers have 
encountered the issue of their clients having accessed, 
retained, and/or disclosed confidential documents in 
the course of reporting unlawful conduct or pursuing 
a legal claim following subsequent retaliation. In the 
case of executive-level clients, it is almost certain that 
confidential documents will be involved due to the reli-
ance on written communication such as email, intraof-
fice messaging, memoranda, and reports by upper 
management. Confidential documents raise a variety 
of concerns for both clients and their legal representa-
tives, including potential counterclaims related to con-
fidentiality agreements and fiduciary duties (discussed 
in more detail below), for-cause termination due to 
violations of employer policies, discipline from profes-
sional ethics authorities, and even criminal liability.

While many courts recognize that whistleblowing 
will almost always require the disclosure of confiden-
tial information, and that whistleblower protections 
passed by state and federal legislators establish a 
public policy in favor of protecting such disclosures, 
courts have rejected indiscriminate use of employer 
information by whistleblower employees. See, e.g., 
U.S. ex rel. Cafasso v. Gen. Dynamics C4 Sys., Inc., No. 
CV06-1381PHXNVW, 2009 WL 1457036 (D. Ariz. May 21, 
2009), aff’d 637 F.3d 1047 (9th Cir. 2011). Tribunals have 
been most willing to find that the use of confidential 
employer information is protected activity where the 
employee has been able to show that she did not 
obtain the documents through nefarious means and 
disclosed them in a limited way that was related to her 
report of wrongdoing. See, e.g., Erhart v. BofI Holding, 
Inc., No. 15-CV-02287-BAS-NLS, 2017 WL 588390 (S.D. 
Cal. Feb. 14, 2017) (retention of narrowly selected confi-
dential documents, including on employee’s personal 
computer and personal email account, constituted 
protected activity); Vannoy v. Celanese Corp., 2008-
SOX-00064 (Dep’t of Labor July 24, 2013). Use of confi-
dential or privileged documents to prove retaliation is 
also generally limited to information that is “reasonably 

necessary” to the legal action. See, e.g., Wadler, 212 F. 
Supp. 3d at 849.

The unauthorized use of corporate documents is often 
expressly prohibited by confidentiality clauses included 
in employment agreements, or under employer poli-
cies, and can therefore constitute lawful grounds for 
termination that preclude a retaliation claim. While 
this entire area of law is somewhat unsettled, False 
Claims Act precedent is arguably the most protective 
of employees’ use of confidential information. See, e.g., 
Shmushkovich v. Home Bound Healthcare, Inc., No. 12 
C 2924, 2015 WL 3896947, at *2 (N.D. Ill. June 23, 2015) 
(noting that the “Seventh Circuit has . . . recognized a 
broad policy interest in fostering employee actions 
under the False Claims Act”) (internal quotation marks 
and citation omitted). Even within FCA cases, however, 
courts have been careful to stress that indiscriminate 
collection and retention of confidential information 
is not protected activity. See U.S. ex rel. Rector v. Bon 
Secours Richmond Health Corp., No. 3:11-CV-38, 2014 
WL 66714, at *6 (E.D. Va. Jan. 6, 2014) (“It is true that the 
FCA contemplates whistleblower possession of docu-
ments obtained from employers that evidence fraud 
upon the government. However, the FCA does not 
permit whistleblowers to have carte blanche to acquire 
such information in any way they deem necessary.”) 
(internal citation omitted); Cafasso, 2009 WL 1457036, 
at *14–15 (holding that accessing and retaining large 
amounts of employer data, including proprietary infor-
mation and patents, was not protected activity under 
the FCA). In retaliation cases under Title VII, the Age 
Discrimination in Employment Act (ADEA), and SOX, 
courts have also held that employees who retain or dis-
seminate confidential documents in an unreasonable 
manner that goes beyond what is necessary to report 
wrongdoing or prove retaliation will not be protected 
from discipline or termination when such prohibitions 
are in place.31 See, e.g., Smith v. Chicago Transit Auth., 
No. 12 C 8716, 2014 WL 3892233, at *9 (N.D. Ill. Aug. 5, 
2014) (citing the five-factor balancing test for “reason-
able” disclosure in Title VII retaliation claims set forth in 
Niswander v. Cincinnati Insurance Co., 529 F.3d 714, 722 
(6th Cir. 2008)); Aldrich v. Rural Health Servs. Consor-
tium, Inc., 579 F. App’x 335, 337 (6th Cir. 2014) (holding 
that an employee did not engage in protected activity 
under the ADEA when she “indiscriminately” sent con-
fidential employer documents to her personal email 
account and refused to delete them); JDS Uniphase 
Corp. v. Jennings, 473 F. Supp.2d 697 (E.D. Va. 2007) 
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(holding that a former accountant was not protected 
by SOX for retaining documents that he was otherwise 
prohibited to disclose under the terms of his confiden-
tiality agreement).

Some plaintiffs have successfully argued that enforce-
ment of a confidentiality policy was mere pretext 
for their retaliatory termination, particularly where 
the temporal proximity of protected activity and 
termination was unusually close, or where violation 
of the policy was in dispute. See, e.g., Gibson v. Reli-
ant Renal Care-Alabama, LLC, No. 7:14-CV-02002-LSC, 
2016 WL 1212611, at *6–7 (N.D. Ala. Mar. 29, 2016) (not-
ing that one month proximity between activity and 
adverse action raised issued of fact regarding pretext); 
O’Donnell v. Caine Weiner Co., LLC, No. 14 C 6839, 2016 
WL 693204, at *4 (N.D. Ill. Feb. 22, 2016) (denying sum-
mary judgment where, inter alia, plaintiff asserted that 
she obtained confidential documents inadvertently); 
Boddy v. Astec, Inc., No. 1:11-CV-123, 2012 WL 5507298, 
at *12 (E.D. Tenn. Nov. 13, 2012) (noting that a plaintiff 
may show pretext by establishing that a confidenti-
ality policy was selectively enforced). The balance of 
cases, however, indicates that courts are unwilling to 
condone generalized retention and dissemination of 
confidential employer information. Attorneys should 
therefore warn executive-level whistleblower clients 
of the risks associated with the possession and use of 
such information and should determine whether it is 
appropriate to review confidential documents for use 
in legal action. As a general rule, courts have been 
most amenable to excusing employees from confiden-
tiality restrictions where dissemination has been made 
in the most limited manner possible (i.e., to legal coun-
sel and/or government officials as required to establish 
a cognizable legal claim, and in no event released in a 
public forum or on social media).

Counterclaims Against Executives
Employers facing retaliation claims frequently threaten, 
and occasionally file, counterclaims against employees 
to deter legal action and signal to current employees 
that such action holds significant risks. Because execu-
tives are charged with greater legal duties towards their 
employers, whether implied or expressly provided in 
employment contracts, they are typically more suscep-
tible to counterclaims than lower level employees. Rep-
resentation of executive-level whistleblowers should 
therefore include an assessment of counterclaim 

exposure for the most accurate assessment of the case 
and realistic expectations for litigation.32

Nearly all executives are subject to employment con-
tracts that contain confidentiality provisions for propri-
etary and sensitive corporate information. These terms 
typically prohibit an employee from disseminating 
such information outside of the company and from 
retaining documents after their separation from the 
company. As discussed above, these agreements can 
potentially restrict an employee’s use of documents in 
reporting wrongdoing and bringing a retaliation claim. 
They can also provide grounds for a breach of contract 
counterclaim should the employee move forward with 
litigation. In such cases, whistleblowers have had some 
success arguing that enforcement of these contract 
provisions would violate public policy. See, e.g., Erhart, 
2017 WL 588390, at *6–13 (“reasonably necessary” 
protected activity can provide an affirmative defense 
against enforcement of a confidentiality agreement); 
Saini v. Int’l Game Tech., 434 F. Supp. 2d 913, 923 (D. 
Nev. 2006) (confidentiality agreements may be unen-
forceable where an employee has acted as a whistle-
blower for illegal or “wrongful” behavior). Courts have 
not been willing, however, to provide blanket protec-
tion to breaches of contract for use of confidential 
information, particularly where some of the informa-
tion is unrelated to protected activity. See Erhart, 2017 
WL 588390, at *15–16 (disclosures to press would not 
provide exception to enforcement of confidentiality 
agreement); Cafasso, 2009 WL 1457036, at *14 (ruling 
that confidentiality agreements are enforceable even 
where an employee purports to use employer infor-
mation to report wrongdoing); Zody v. Microsoft Corp., 
No. C-12-00942-YGR, 2013 WL 2468250, at *5 (N.D. Cal. 
June 7, 2013) (denying a motion to dismiss breach of 
contract counterclaim related to plaintiff’s use of con-
fidential documents for wrongful termination action). 
In situations where an employee’s disclosures related 
to criminal activity, there is also a strong public policy 
argument established by the criminal code itself that 
disfavors breach of contract claims.

Another potential counterclaim that is more likely to 
arise for executive-level whistleblowers than other 
employees is breach of fiduciary duty. General agency 
principles require that an employee not use or com-
municate information obtained through employment 
unless the information is already generally known. 
Restatement (Second) of Agency § 395. There are few 
reported decisions addressing breach of fiduciary duty 
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claims against whistleblowers, but unfortunately most 
of this small sample indicates that courts are willing 
to allow these claims to move forward. See, e.g., Nes-
selrotte v. Allegheny Energy, Inc., 615 F. Supp. 2d 397, 
410 (W.D. Pa. 2009) (finding a breach of fiduciary duty 
where an employee retained confidential information 
to support an age discrimination claim); but see Erhart, 
2017 WL 588390, at *17 (“It is implicit in the various whis-
tleblower protection provisions that if an employee is 
permitted to provide information regarding believed 
wrongdoing to the government, including  docu-
ments, the employer cannot then seek to impose tort 
liability on the employee for the same conduct.”). The 
paucity of case law in this area suggests that fiduciary 
duty counterclaims are uncommon, but whistleblow-
ers and their counsel should be cognizant of potential 
liability related to the dissemination of company infor-
mation in the course of their activities.

Even less likely than the foregoing counterclaims, 
but more serious in its potential for life-altering con-
sequences, is the possibility of criminal liability for 
conduct related to blowing the whistle on unlawful 
activity. In a small number of high-profile cases, for-
mer employees have faced criminal prosecution for 
accessing and providing to the press company docu-
ments related to aviation safety, accessing and releas-
ing information related to voter machine fraud, and 
reporting fraudulent medical practices to a state regu-
latory authority.33 In one exceptionally unusual case, 
a whistleblower who brought massive tax fraud to 
the attention of the IRS and eventually earned a $104 
million reward for his assistance was sentenced to 40 
months in prison for his role in the scheme.34 Charging 
decisions by prosecutors are highly discretionary and 
often difficult to predict. Legal counsel for executive 
whistleblowers should familiarize themselves with all 
potentially relevant criminal offenses, applicable stat-
utes of limitations, and, to the extent possible, charg-
ing priorities in the relevant jurisdictions.

In light of the reliance on computer-based communi-
cations in almost every workplace, representatives for 
executive-level whistleblowers should pay particu-
lar attention to statutes such as the Computer Fraud 
and Abuse Act of 1986 (“CFAA”), 18 U.S.C. §1030 et seq., 
which can be an especially potent source of liability 
for whistleblowers. The CFAA includes a criminal provi-
sion for the unauthorized access of computers in inter-
state commerce, and a civil action for various acts of 
computer access “without authorization or exceeding 

authorized access.” 18 U.S.C. § 1030(a). There is a signifi-
cant split among federal circuits over how to construe 
“authorization” for computer access in the workplace 
under the CFAA. The most draconian construction, 
adopted by the Fifth, Seventh, and Eleventh Circuits, 
holds that an employee acts without authorization 
whenever she acts against interests of her employer or 
in breach of her duty to her employer.35 Other courts, 
such as the Fourth and Ninth Circuits, have held that 
employees do not violate the CFAA so long as they 
were authorized to access the employer’s computer 
system at the time they did so, notwithstanding their 
subsequent use of the information obtained.36 Crimi-
nal liability is an unlikely outcome for most whistle-
blowers, but it is not without precedent. Whistleblow-
ers and their representatives should review relevant 
state and federal criminal laws related to documents 
and underlying conduct to assess these risks and mini-
mize them where possible.

Disclosures to Government Officials
For many whistleblowers, full-blown litigation is an 
intensely disruptive, stressful, and uncertain path to 
recovery. In most cases, if not all, the former employee 
is better served by entering into a voluntary settlement 
agreement that sets out mutually agreeable terms of 
departure. In addition to the standard release of claims, 
confidentiality, and non-disparagement clauses that 
nearly all such agreements contain, representatives for 
whistleblowers should be on guard against attempts 
to secure the employee’s agreement to refrain from 
communications with government officials about mat-
ters related to their employment, and/or to decline any 
recovery that might flow from regulatory enforcement. 
Such provisions are contrary to public policy and the 
equitable interests of the whistleblower.

On the first issue of reports to government agen-
cies, there is a clear public interest in the disclosure of 
wrongdoing to those charged with the protection of 
civil rights, health and safety, and consumer protec-
tion. Despite this clear and self-evident principle, only 
the SEC has promulgated a rule expressly providing 
that confidentiality agreements cannot be enforced 
where they would prevent an employee from provid-
ing information to the Commission related to a securi-
ties violation. 17 C.F.R. § 240.41f-17(a). In April 2015, the 
SEC brought its first enforcement action against an 
employer for requiring employees to sign confiden-
tiality agreements during internal investigations that 
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required them to vet all disclosures with the corporate 
legal department.37 Following the SEC’s investigation, 
the employer agreed to pay a $130,000 penalty and 
amended its confidentiality agreements to clarify that 
employees are permitted to make reports of securities 
violations to the Commission without fear of reprisal. 
The SEC has continued to take enforcement action 
against companies who attempt to limit employee dis-
closures to the government or limit their eligibility for 
government whistleblower award programs.38

For reports to other government agencies, employ-
ees who have entered into confidentiality agreements 
without such carve-outs potentially face breach of 
contract claims from their former employers. Pub-
lic policy arguments that have been effective in the 
FCA context, as noted above, might prevail against a 
breach of contract claim, particularly in jurisdictions 
with favorable whistleblower precedents. Whistle-
blowers could nevertheless face considerable costs in 
responding to or defending these claims. An explicit 
carve out is therefore an important part of any settle-
ment agreement.

On the second issue of whether an employee should 
agree to forego any financial recovery related to a 
report to a government agency (i.e., a whistleblower 
reward), representatives for whistleblowers should also 
advocate vigorously against such provisions. Employ-
ers enter into settlement agreements in part to bring 
a dispute to a final resolution, with the assurance that 
they will have no further, indeterminate financial lia-
bility to the individual going forward. This legitimate 
interest is not implicated, however, by an employee’s 
eligibility for a whistleblower award under any current 
federal programs because awards are not paid from the 
employer to the employee in these matters. Employ-
ers instead pay penalties to the federal government 
for violations of the law, and agency authorities then 
make independent and discretionary decisions about 
issuing a reward to the whistleblower. The amount 
of a whistleblower’s award is thus determined by the 
amount recovered from the corporation, but is not 
paid directly from it. As such, there is no duplicative 

recovery by the employee from the employer, nor 
additional liability that is created through operation of 
the rewards programs.

CONCLUSION
Representing executive-level whistleblowers requires 
attorneys to be aware of many nuanced issues for 
which clear guidance is often sparse. An executive’s 
broad access to confidential corporate information 
can provide strong evidence of unlawful conduct 
and retaliation, but this access is often accompanied 
by implied and express duties that can also signifi-
cantly constrain that executive’s legal position. On the 
employer’s side, the stakes are high when facing the 
potential claims of an executive-level whistleblower; 
settlement will be more expensive than in the case of 
a lower-level employee, yet litigation also has substan-
tial economic and reputational risks. Employers there-
fore have increased incentives to find effective ways 
to thwart retaliation claims by executives and stifle 
reports to regulators. Attorneys for executive whistle-
blowers must therefore be aware of and consider all 
of the unique issues that may arise in order to most 
effectively represent their clients.

From federal employees to private sector executives, 
the current body of whistleblower law provides an 
array of retaliation protections and monetary incen-
tives for individuals who report wrongdoing. For those 
brave employees who step forward, and the attorneys 
who represent them, the risks and rewards alike can be 
high. While whistleblower protections may face chal-
lenges ahead, current events continue to demonstrate 
a commitment to protecting whistleblowers from 
facing retaliation for reporting violations of the law. 
Recently, Wells Fargo was forced to pay out $5.4 mil-
lion to a former executive turned whistleblower and 
rehire him after he reported the company for fraud.39 
In addition, pending legislation aimed at closing gaps 
in anti-retaliation protections for federal contractors 
may serve to strengthen whistleblower protections.40 
While whistleblower law will continue to evolve in the 
coming years, whistleblowers will continue to enjoy a 
host of protections from several government bodies. 
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