
 
 

Purloined Documents in Whistleblower-Retaliation Cases: 
A Checklist of Issues to Consider When Representing an Employee 

 
 Every attorney who has represented whistleblowers is familiar with the difference that 
documentary evidence can make in proving a client’s case.  It is equally important to keep in 
mind that such documents can also hurt both the employee and the attorney if the employee has 
wrongfully acquired – or “purloined” if you ask the boss – those documents from the employer.   
 
 Given the stakes involved in the handling of client documents, an attorney needs to 
understand the legal and practical ramifications of a client’s evidence-gathering actions in order 
to properly advise and represent the client.  The following checklist highlights a number of issues 
that are addressed in more detail in the accompanying article.1  Keep these points in mind when 
your client is considering taking, or has already taken, documents from his or her employer.   
 
Scenario 1:  Your client informs you of the existence of possibly proprietary documents that 
support her case, but the client does not yet have possession of those documents.   
 

 Advise the client that wrongfully acquiring documents might provide the employer with a 
non-retaliatory reason for terminating the employee or limit the employee’s remedies.  
The client may also face civil liability for breach of fiduciary duty, a confidentiality 
agreement, or a trade secrets law.  

 
 Have your client describe to you the documents, their location, and information they 

contain in detail so that you can include the information in an action on the client’s behalf 
or in reporting to regulators or law enforcement.  The documents can later be requested in 
a lawsuit or investigation. 
 

 Caveat:  Under some circumstances the benefit to the client of taking documents might 
outweigh the risk.  For example, a confidentiality agreement is probably unenforceable as 
against public policy where the employee has taken documents and delivered them to law 
enforcement authorities as evidence of a crime.  In addition, taking documents may 
constitute protected activity under whistleblower laws where the employee has good 
reason – not just a fear or a hunch – that the employer intends to destroy the documents.   

 
Scenario 2:  Your client has already taken or copied the employer’s documents and presents 
those documents to you.   
 

 Know your jurisdiction’s ethical rules on an attorney’s obligation regarding materials that 
are covered by attorney-client privilege.  Some jurisdictions hold that an attorney who 
receives materials that are privileged on their face may violate ethical rules by reviewing 

                                                
1  This checklist is derived from an article written by David J. Marshall and Alexis H. Rickher that contains 

a more detailed discussion of the issues of purloined documents titled “the Effect of Purloined Documents on 
Whistleblower Retaliation Cases.”  David J. Marshall is a partner with Katz, Marshall & Banks, LLP, a plaintiffs’ 
employment and civil rights law firm based in Washington, D.C.  The firm specializes in the representation of 
plaintiffs in whistleblower cases, civil rights and civil liberties matters, and employment disputes.  Alexis H. 
Rickher is an associate with the firm. 
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the materials or by using them in an adversarial hearing.  Some do not, depending on the 
circumstances. 
   

 Review all agreements between the client and the employer, as well as all employer 
policies, prohibiting disclosure of confidential or proprietary information and/or requiring 
return of the same upon termination of employment.  Under such agreements or policies, 
the client may be civilly liable for disclosing the documents, so you’ll need to decide 
whether this danger in your jurisdiction outweighs the support the documents provide to 
the client’s case. 

 
 If your client has used the documents to report a crime or planned crime, the client may 

have protection against a civil or criminal action by the employer. 
 

 Question your client as to how she acquired the information or documents.  If it was 
through electronic means, determine if your client may be criminally or civilly liable 
under the Computer Fraud and Abuse Act or similar state laws regulating use of 
electronic information. Note this recent case:  LVRC Holdings LLC v. Brekka, -- F.3d --, 
2009 WL 2928952 (9th Cir. Sept. 15, 2009) (employee who took electronic documents 
not “unauthorized” for purposes of CFAA criminal liability merely because he used 
documents against employer’s interests).  

 
 The client will be in a stronger position if she “innocently” discovered the documents, 

and did not dig through a supervisor’s file cabinet. 
 

 Determine to whom the client has shown the documents.  If she has revealed them to 
persons other than you or another attorney, be aware that the employer will be in a 
stronger position to contest a retaliation claim and her remedies may be limited. 

 
 Consider ways to minimize the harm from the client’s actions while still preserving the 

ability to use the documents in litigation.  If the employer demands return of confidential 
information, you might make copies, Bates-stamp them, and return both sets while 
preparing document requests for copies of the numbered documents you have returned.  
But if the employer is not already aware of the documents, you may not be able to 
disclose the existence of the documents without revealing a client secret and/or 
confidence. 

 
 SOMETHING TO CONSIDER: As a practical matter, whistleblowers often take and use 

employer documents with impunity because employers may be reluctant to take action 
against an employee who has come into possession of documents that demonstrate the 
employer’s wrongdoing.  “Shooting the messenger” can provoke a strong reaction from 
jurors, regulators, and even judges.  This is not to say you should advise your client to 
break laws, breach confidentiality agreements, or the like, but the employer’s concern 
about going after your client in a manner that further highlights its own serious 
wrongdoing is a factor that you cannot ignore when representing an whistleblowers.  


